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Abstract: In recent years, there has been increased interest in the research of Android component security.
Broadcast receiver is one of the 4 components in Android, strangely enough, few papers have been published
regarding to its security. Android broadcasting mechanism, and its security framework and features based on this
were analyzed. According to the security challenges of Android broadcasting mechanism, the corresponding
countermeasures and solutions were proposed. Finally, a summary of the results and the future research directions
were given.
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package com.ABC.receiver;
import android.content. BroadcastReceiver;
import android.content.Context;
import android.content.Intent;
import android.util.Log;
public class NewReceiver extends BroadcastReceiver {
private static final String TAG = "NewReceiver";
@Override
public void onReceive(Context context, Intent intent){
String msg = intent.getStringExtra("msg");
Log.i(TAG, msg);

)
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NewReceiver 77 ¥ € i £ I action_time_changed Fl action_
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<receiver android:name = “.NewReceiver”>

<intent-filter>

<actionandroid:name="android.intent.action. TIME_ CHAN
GED”/>

<actionandroid:name="android.intent.action.TIME_ZONE _
CHANGED”/>

</intent-filter>

<[receiver>
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NewReceiver receiver = new NewReceiver();

IntentFilter filter = new IntentFilter();

filter.addAction("android.intent.action. Battery_changed");

registerReceiver(receiver, filter);
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@Override

public void onDestroy() {

super.onDestroy();

unregisterReceiver(receiver);

J

2016255-3



£
AR 3. E T Android RS K iRZRE

25 JHRMEAEEEMERERNEGRAS

5 Intent X545 % 25 T 38 J7 % : Context.sendBroadeast( ),
Context.sendOrderedBroadcast( )@ Context.sendStickyBroade-
ast( ), \T LA KB T 45 .

T R T B K T Rk I Android 34
onReceive(Context, Intent) [F] 95, K4 51 #5H B 1
Intent X %1% 38 243 % J % . {1 onReceive( ) $AAT B [0 A
RE A 4, 77 U0 55 (3 5 s ) S A R N R
THE . 4 R AT onReceive( )7 BB T #E #1L
WAL T35 B ;  onReceive( )a& [, |7 3% £ i 45 4
TR, Bk, LI HT onReceive(Context, Intent)FF
UR BV EE A T T e A B A T AR B AAE 9
JH onReceive( ) J5 % W11, BroadcastReceiver Xf 4 72 A 4L
iy o — EACRS A2 o 0% [, 3R 8t ML) R 4 Wi 2 0
Yok ARG ER

i1 7 BroadcastReceiver {75 Wil N7 |~ 45 11 & I} A2 1 Bk
B, B Lo 2 6 P X 2841 44 . [] I, BroadcastReceiver
HA voidonReceive(Context curContext, Intent broadcastMsg)
X [ 9 7 i

12171 Bk BroadcastReceiver [ i #2 & % - 47 19, By 1k
PRI, 5 Android 7E AT i Z &5 vl DL A& SE 32 15 A 16 %
BroadcastReceiver ) H# % , B A A7 5 1) 2 Fo A A 72, X
I G SR 07 T L R I TR kA 2 o I R A
MED-ANKBHEATLEN T R R %
onReceive( )2 & — MR R A, 6045 4 &R AE A
f 6 A S R 0 0 A AN O R A (R R 9 R T AR AR
il 35 BRERL1F ), 1 HCAb T AT R A I B T
0] 8 T vk 2 1R 7 5 onReceive( ) i 3 — N 0T 1%
1T % 1 service, fli Android & 4t 13 % ik 72 18 A 7% B 5¢
TR A 0% BR T A
2.6 Android R H LR

WU R BAR, T L il # (normal
broadcast) M7 J# T~ #% (ordered broadcast) Wi fi 25 #Y |

(1)@ ) #

MT LN FERGREEE 2R PN, RN
JoT 4%, TR HIFA B BA M, L) 5
W gs NS RR RN AR AL b R
T — AT R W AR AR A S RN T BB A T —
AW, R RS — R R TR HR O
17 onReceiver( )Mt /& 5 20 1, B A MHRAT 45 R0 E 15

2016255-4

BB MR . X TR 1 R llcE & k)
R JGB: B OE HA E oE  BelEh AE . Sl R
1 9 ] Context.sendBroadcast( ) 77 i & i ) , H A & 2
MR AR Z R 95, B BroadcastReceiver TG
2 ff H setResult( ) & 51 o 5L | getResult( ) & 51 1R 4L St
abort( ) B AU/ APT, MY Y 35 36 | 4% 2 TFHLE 3 ) 4k
boot_completed ,

Q) BFI

W g W H 7 ¥ Context.sendOrderedBroadcast & i% |
BroadcastReceiver % M B\ 18 56 J5 WU AR o 4 0k, #2 ik
Jiit 7 fi1 AR B Intent 12 38 #% 11 1 android:priority J& 1 85
J7HE He s T LA 13 1 setResult( ) ZR 51 o6 ACKE A E X
45 RAGB A T — MU i getResult( ) 5 51 o6 4K
WA b A He At A (0] (9 25 5% 5 58 T DL i abort( ) 5 9
BRBCE RS 5%, f H A 42 i 85 R RE B 0K
S EEY S iR € R PO R S TR Y T
101 F5 T P O 1 B R R S B B T R R
R 4%,

) R A ARG PRI R AT Loy Dyl
I AP 4% (sticky broadcast ) il 2

MR RGP T RS 25 T
SEASAK . BT 4% 4 25 0 ) i 42 0 4%

AL AL TR RG IR, LA LS
registerReceiver( ) M9 TR 7 AT AR REVE T #6 . R W 26
WA AR, Brla i s A removeSticky
Broadcast( )4 fE M Bk AN 6 ZER REVE T #6 , MeAh T SRR
952 BR ™ 4 H Wi 2 S RE SR OB T 46 o LR R ) 2
FL it bR A5 42 £ 38 % (action_battery_ changed ) ,

A 7 R N BA A 7T AT R R
RAULNT R 46, BN VR EOR R IR AR 1 46 Helic 2 4
W)k

HTAFRM UG 2B AH TSR, Android RE
A A FORRZEBL T #E R 2,

%2 Android R HRH S HERE

SRR VSRS EEAY EERNE
S sendBroadcast( ) D i
T % sendOrderedBroadcast( ) b 4
FhVE) H% sendStickyBroadcast( ) % 2
B HE  sendStickyOrderedBroadeast()  f& &




.31 .

BERE 2016 £5 10 #

3 Android I KN REEMERH R

3.1 MR

R T RBET AL % 24 Android RGN #E Y
REMBWBCE T RERA,
311 RHMIE

Android 7 4t Fl i 72 )7 #8 T LA AR~ 4% Intent X %,
0 RA B4 i AR B O 23 M T % Intent X 445 5% 30
PRI T 25 A RE BB , 0% Intent X, 17 Il AL
BRIVE 7T DA 3T % % Tntent 00T DL 13 2 0% Intent 15 &,

(1) % 3% Intent 1% B AL FR

£ sendBroadcast(Intent, String) 5% sendOrderedBroadcast
(Intent, String, BroadcastReceiver, android.os.Handler, int,
String, Bundle) P i A2 AR S 4L, X, HA B4 XA
FRAG T #E ey (7 AndroidManifest.xml i B4 3C {4 v 3 3
<uses-permission>ﬁ SRR ) A RE R BT 1R
0 ZEEIC boot_completed (R 48 58 151 T 7)1 #§ Intent
G N % Z A receive_boot_completed AR,

(2)F 0 Intent B35 & AR

7 H registerReceiver(BroadcastReceiver, IntentFilter ,
String, android.os.Handler) 5(## & # 7E AndroidManifest.xml
T BRSO o i i <veceiver>HR 25  7E M AT % B AE SRR S
B, &Xnf, A BH X AR A )% (46 AndroidManifest.
xml 15 L3 3 i <uses—permission> R 2 HUF % AR ) A
fE & 1% Intent %5 FEHUCES
312 AR

Bi Android #:1E R 48 E LMY RERARAS, B HF 7
WA LAE LA O AR i o 1 P9 9 i % 40 BLRR
AT DLRE S, AR I R 7 i 2 2l AR (5 0, X, T S
MR

CE X AR B ; android : protectionLevel

=" signature" ;

o PSR AR R YRR A R R OT R A A
3.2 Google lRAEHAHEFLRLMIERENE

— T, U AR AR R A
B F I Android v4 AW T A B T HEFH
LocalBroadcastManager 28, I 45 — &b 34 i7 IR J¥ 4 9 1
& A8 7 50 A SR LA ORI
T T B 4 RS N Rk T A% K context 8 AL T

LocalBroadcastManager

Android 4.4 ZJ5 , BT —4 “BNEE ML
il ——default SMS, 78 HIl, R 25 9 £ 2 2 B,
AURA default SMS, 8 B 47 % 7 AR OC 1 2 fiE & W48 45, R )5
AREHATEF R HE R default SMS, W41 47 K i 18
BLPERGR A T AR R RS, XAk
2 T SR 5 4= B B U — A D B R o2 1Y i
THSR SRR T, DR R 8 B O 5 ) A A A

{H 2 | 336 B AL Ao A7 7 % 2 T i o B A T 2R T L
TEARHR default SMS (9 5 15N 817 HEAT 5 "4k, I
Hi & A Android 4.2 538N App Ops AUFRE 2 7))
Ae, TERLE Y TAB 4R 30 A O AR Y, I 3 AR L 9
PR A5 L
33 IEEKSENNER

X — AT, AT R R AT DL 2 A
BroadcastReceiver # T #£ 1, MR B SR T A T IER#RT
IR A BT LA 5T OE 5 B OF b b R
KM% A B o BN AR T HR B UG B A AR A
ARTEWCEAE b it B0 A 2 R (5 S ™ 2, ]
JOF 1t 2 G B

Pt T0 18 N2 2 B0 T RE I A i N R 582 5
HOLH R, T R AL e R TE O AR HR
PR A R,

PR e B R A,  AMS AT, AMS it
BRI AR AW 2R TR ) Hh B lioay 1R IR R Rk 4R
SE I R E BT A K, HAORHIUE AMS [0 A © R S A
%74 B broadcast_intent_MSG, [a] FiT 4 (320 &5 i1 4773 K 4k
1 BT A 1) 73 R B E#R i processNextBroadeast( )7 553,

Google 1B J7 SRS BCAT UG T 6 452 Wi 2 19 HE R )
BF5E & B, Android &A= 28 45 vh T 46 He W % 1Y B WO
B2 s .

.......................

R

registeredReceivers

P20 WA B R

2016255-5



£
AR 3. E T Android RS K iRZRE

. 32.

Hodr U1 2 B S prioroity J& E E 4 ik 25
TSR S s priovity J& PR (ARG, S8 T
J7 R T D A (AR T Y 3 A T R WSO B TR T
WU & T A (P [ A 0 25T 4, 452 WO [ 9 55 ] T A
G | B0 ST 1

B 2 2 BT R AL ST T A 4% 0T 6] ok A
(97 H% A B priority J T (10 D0 S 20400 5 T8 k(A
(e 1 B 25 T G, H MR P 268 ] 3 MUY 5 8 A (A [ ) 5
A8 R BO0T VRS T B | B0 SCPE RS

VR RIS 1) Android 248, SCHHEIHEIF AR

RETERE, Bl HR RS RREZERLH,
TR ME DA S 30 45 SR I ) B O G RE UM . e A i —
A HMA T — A A T B S R K BN BB
WAL BB S R BT LABE T R A6 T 7 ) 4 1 F i 25
SR
34 HHEXMZL2EMEREAXiEE
3.4.1 android:exported B 1 #53% &

£ Android R %8, android:exported J& 14 He g | 4% £
Wi 5 R 75 2 WSCHE A B TR A B R TR A 1 R
INE 2 8 A intentfilter Y E Y . MR A
intent-filter, X IAME N true , 75 W 2RI W false,

3.4.2 AMS 5 Binder #L# & &

HISCER B3, ) 0 R 2k ) 4 % % B AMS, &
JE N AMS BT ey, L L PR R i Android 1Y
Binder 3/ %2 8] () 38 f5 HLH SCBEAY . AT 0L, AMS 5 Binder #L
il 1 % 22+ EE

H G, AMSE R Ak W B i 8%, DRAF T RAT 8
A 05 SRR E , IR AR08 8 E B AMS
Hl, WA AT RETE KRk T A I E ) AR 4 A 1 W
J¥ , I A Sk AR A5 X T 48 1 A 5548 1

Hk, WA RE T LIRS Binder i 72 ] 3 {5 AL ,
] LU L RO

Binder 44838 {5 72 C/S(% F S/ Mt 55 i ) B AL . 2% 7 i
TR {7 I 55 1o 1R 55 3 (9 R B Binder 444 68 % 7 34X
B (proxy ) #EAT AR o 72 MR 55 45 S, 36 i 4 e v M 07 7 1 S
38 153 2K o % 7 i i A2 0 QXS 2 9C 95 Binder B3R
M E . 75— 2R A 2 Binder 272 1 It 55 45
7, Binder HE 42 A= oK e B 4 B 40 HIE {7 0K, A 23K 3
g R R R, REX 45 Binder W4T 218, J5
R FEEA A BRI,

2016255-6

Binder #E 42 B4 3 )24 . )2 /2 Android N HI 2 /¥
(4% FUZ 5 b )22 Binder HE 2 75 1T 7 25 () 55 99 v 1A £
BRE RN,

5= F Binder HLIHIH TEAN A H A S L 20 B4R
AR AR,

343 FRREET HFHKEHH L

(WARAT HRANMHEFABAREELK, AT
UL

<R3 FNEB TR Rt R .

BT R AR AN R B A S R R

I i RO AT R A

o A Intent S IEAS, BAHBEE exported JE N

false

o HIVBE Intent S A 7 57 A #7261

FCEN (9 Intent,

(2) 33745 7T LA A 200 AR ki Rl B A
TR

o T [ BN ST R AR AN B AT R el

C AR 3 FRBIM R, AR AL

< MR E exported JE N true.,

o R AT RO B AN, BT LA A He Ak

R Intent, I HL, 3 [0 45 5 A 224 5 R
fi B

(3) 9 FE T4 HAE i P9 A R 0 R, Al
IO P P R B R ik A W, T R R ey B R iR
A

o TRV T RS TR RS B AT R

CEAPEIRTAA TR AT AT,

o3I SRS A RUIR Sk AT

- B E exported JEHEN true,

o ERAS S AT A R R R W A

IR,
o IR 1A 75 44 A BR 2 Hy 1A N TR A LI

4 Android "B BIN R £ KSR

4.1 Android I~ #EHLH 8 = 2 Bk &

TE7 BT Android [ ALY %2 4 Pk SR, 15 % 1 DA
TILA DT
4.1.1  Android S~ 28 BU] @ 15 69 4% 2 Bl K,

M4 8, Android T i T & 4 /N5 T Y % A PR

s %Ak



BERE 2016 £5 10 #

FBCRR T #5 O EL R
OB AL R
R ERB TR R KRR R,
+ DoS Hili : AW 2 | #E IR Ab B FE THLBE A
4.1.2  Android J" #4092 & @
A5 3 UL, Android [ #5 AL I A9 B0k B2 4% 0 R LA
il
< AR RGN HE M IGE A R R R R A
W B 8 A T R
« BEXF AMS A Binder H1LAH £ty , 10 .38 i T A
AAE AMS (975 F ik system_server, 15 il |7 #5
W
o EFXF Intent F1 Intent 1o 8 #5 (9 Tk . il 40 . A iz
TR SH XS Pk o 5 2 TR Intent 2o 3K 45 A
DETRCHY 7RG, BB 7 00 AN B8 e i) OF At
BRJE B DoS Mt o SCAN, oAl iy 1A F7 05 24 i
I — B0 Intent 3 JE A%, T HE SO TR ) 45
ES QU RN SRy
BRSO RSE L, Bl R AR E
receiverPermission 2 I A 3 ) 4 11 1l 57 % 2 1k 1
ol o 33K IRF B4 RO A PN R R A
A LLCE] ORI AR e K F K
%, B LA R O e i T B T DU M T A
H- 31T abortBroadcast( )77 % , fff J A 4% S #S UOA 5]
"4
413 FRERGHFES) FHKEBERR G Z2RE
Ll |8 AR AR R T W A [ 2 4 K
B o 140 - R EA U R B XURS: S AR A
R EEt iR
A A e e fs 2 2R, it B R [
BEWZ2NE, K AT Bl m g i,
NAET RS W E R AR o Z R MR R
W
4.2 Android I #I M & £ 3K
B X 13 Android | #E AL 8% 4 PR, AT LIS
T AR %A R
(1) 25380 0ok ] 4% ok Bk A LI, T PR A (o i
Intent B A i€ S 25 44 KRR ) 7T 42 0y ) 4 e Wi 4 (L
AR R R RS A RE H R
)BT B (LR FEA 7T 4% ) R B A R

B Android REEHh Rtk )" 46 2 i i B2 5X Intent £ 1Y,
J8 5E receiverPermission Z L[ | #E LIk Kk, PR DL, W
TR Y A K s 0 R A T DA B AT R
ﬁﬁf“%qﬁf B U R B
(3) MR k4 s 2 ELIM#S MR R/
%, U3 Android RE R Z ARG, B RIS
312 WR IR i — 2 h N E S A ARG T (R AP
(4) BUR T A 2 1L TR P 08 e i 4 0 01 0%
RIRE T REHCA , G R A R R )
X, ANEEFE AndroidManifest.xml V5 54 34 # % E Intent
BRSSO GFT R AR KR B N At 7 PR A
ST AN R A AT R R
< - REEMTFRCERA S HEES ——>
<! —— B & intentfilter J& AT AT ——>
<receiver
android:name=".PrivateReceiver"
android:exported="false">
<intent-filter>
<action android:name="com.ABC.android.broadcast.
MY_ACTION" />
</intent-filter>

<[receiver>

R 482 Android T REHLH P B 2, AT L
REBURAG B B2 A Z 2Bk, T BIFTR &%
FEW T ILIT

-« M E exported JE TN false.,

« BIVRE Tntent 72 4 ) B R 500 19, 5 % 4 s 4

FYCE 1) Intent ,
- AR 24 0 85X Intent VA FHAR [R] R R F op
OIS
public class PrivateSenderActivity extends Activity {
IR A
public void onSendNormalClick(View view) {
I8 A8 58 28 4 10 85X Tntent 3 FH AF ] 107 A 7 o
7 R el oy
Intent intent = new Intent(this, PrivateReceiver.class);
I TR g T e Wi A A TR R P o, B AT LR
KR R
intent.putExtra("PARAM", "2k [ 4% & 1% # 1 ik

2016255-7



£
AR 3. E T Android RS K iRZRE

.34 .

sendBroadcast(intent);
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